
Swissquote Bank Europe SA is committed to providing you 
with the highest quality service. This includes maintaining your 
privacy and protecting your personal data. 

This Privacy Policy is issued by Swissquote Bank Europe SA, 
identified as data controller, and is directed to individuals 
outside our organisation with whom we interact, including our 
(existing and former) clients, prospective clients, direct service 
providers, job applicants, visitors to our websites (our “Sites”), 
and in general any recipients of our services or individuals in 
direct relationship with the Bank. For clients of the Bank, 
this policy is to be read in addition to the General Terms and 
Conditions.

We are responsible, as a data controller, for collecting and 
processing your personal data related to our activities. 

This Policy may be amended or updated from time to time to 
reflect changes in our practices with respect to the processing 
of personal data, or changes in applicable law. We encourage 
you to read this Privacy Policy carefully as it will let you know 
which personal data we obtain from you, the reasons why we 
use and share such data, how long we keep it, what your rights 
are and how you can exercise them. We also recommend that 
you regularly check this document to review any changes we 
might make in accordance with the terms of this Policy.

By implementing and operating this Policy, we will make your 
online experience a more secure and enjoyable one.

1. Why have a privacy policy?

There are a number of laws which set out important standards 
regarding information that identifies an individual. This is known 
as “personal data.”

All organisations processing personal data must do so fairly 
and lawfully. At Swissquote, we treat all of our obligations 
seriously and take all the necessary steps to comply with these 
obligations when we store and process your personal data.

2. What personal data do we collect about you?

As a general rule we reserve the right to process any past, 
present or future personal data needed to reach the purposes 
referred to in this document. 

Below, we have listed the main categories of personal data we 
process together with some examples.

 − Identification information: Full name, gender, place/date 
of birth, identification documentation (passport, ID cards), 
nationality, civil status, photos, signatures, tax identification 
numbers (TIN), account login information, physical, vocal 
and digital signature and identifiers, etc. 

 − Contact information:  Private or professional residential 
physical and digital addresses (e.g. email, IP), phone 
numbers, etc. Note: the IP address (Internet Protocol) 
is the digital address of your computer when the latter is 
connected to the Internet. It is recorded when you access 
our website.

 − Information relating to your family situation: Marital 
status, matrimonial regime, composition of the household, 
property you own.

 − Education and employment information: e.g., level of 
education, employment status and details (employer’s 
name, physical and digital addresses (e.g. website, email),)   
CV and qualifications, etc. 

 − Economic, financial and tax information: Amount, nature 
and source of salary, income and remuneration, wealth and 
estate, etc.

 − Banking and financial information related to the products 
and services you hold with us: e.g., bank account details, 
products and services owned and used, credit card number, 
money transfers, assets, profile of declared investor, credit 
history, payment incidents, etc.

 − Transaction data: account movements and balances, 
transactions including beneficiary’s data such as full names, 
addresses and contact details as well as details of bank 
transactions, amount, date, time and type of transactions 
(bank card, transfer,) etc.

 − Data collected from our interactions with you: your 
comments, suggestions, needs collected during our 
exchanges with you online, during phone communications 
(conversation), discussion by e-mail, chat, complaints. Your 
connection and tracking data such as cookies and tracers 
for non-advertising or analytical purposes on our websites, 
online services, applications, social media pages.

 − Data about your devices (mobile phone, computer, tablet, 
etc.): IP address, technical specifications and uniquely 
identifying data.

 − Personalized login credentials or security features used to 
connect you to our Sites and apps.

 − The personal data that we process may consist of or result 
from any use of or activity on computer system, network; 
our Sites, client account, with our Client Service, and may 
take any form possible. Personal data that we process may 
then include all types of electronic support, pictures, images, 
videos, sounds and voice recordings (such as telephone or 
online conversation recordings). 

 − The so-called “sensitive” personal data referred to below 
may also come in addition to or be part of the above 
categories of personal data.

As a general rule, through the use of our Sites, we do not seek 
to collect ‘sensitive categories’ of personal data such as those 
related to your health, racial or ethnic origin, political opinions, 
religious beliefs, trade union membership, biometrics data or 
data concerning your sex life or sexual orientation. The types 
of ‘special categories’ of personal information that we collect 
may vary depending on how you use our Sites. If, under some 
exceptional circumstances, we might gather special categories 
of personal data about you because you volunteer that data to 
us, or we are required to gather that data as a result of legal 
requirements imposed on us, we will, where necessary, obtain 
your explicit consent to collect and use such information. For  
example, if you instruct us to make a payment, to a political 
party or religious institution, or  if allowed under local law, and 
you choose to use it, we may use face, fingerprint or voice 
as recognition for authentication to access mobile apps and 
perform certain operations therein. 

We may also fortuitously process sensitive personal data 
when wilfully processing non-sensitive personal data. As 
example, although we neither require nor need personal data 
revealing racial or ethnic origin or religious beliefs, nor genetic 
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or biometric data, this information is sometimes disclosed 
in the official identification documents (such as passport 
photo pages) that we received for implementing «Know your 
Customer» obligations.

We understand the importance of protecting children’s privacy. 
Our Sites are not designed for, or intentionally targeted at, 
children. It is not our policy to intentionally collect or store 
information about children.

3. How do we collect personal data?

In most cases, you provide us with the personal data that we 
process. You may provide us with information:

 − when entering into and during the business relationship.

 − when you visit our Sites.

 − when you log into our Sites and/or use our mobile 
application.

 − when you call us or send us an e-mail, letter or fax.

 − when you visit our premises.

 − when you request and/or subscribe to new products or 
services.

 − when you take part voluntarily in a survey, provide feedback, 
apply for special offers and promotions, enter into 
competitions or register for our events (such as webinars). 

 − when you fill in one of our forms or sign a contract with the 
Bank.

However, we may also obtain personal data from other sources 
such as official authority databases, and databases made 
publicly available to third parties.

We also obtain personal information from website/social media 
pages.  We work closely with third parties (e.g. business partners, 
technical, payment and delivery service providers, advertising 
networks, tracking and analytics providers (including Google), 
data aggregators, lead generation agencies, public sources, 
third party social networking sites and search information 
providers) and may receive information about you from them. 

We may also receive personal data about you when we acquire 
other companies.

4. Why and on which legal basis do we collect and use 
your personal data?

The personal data collected by the Bank is restricted to the data 
required for the purposes identified by the Bank. We retain and 
use your personal data for the following main purposes:

 • Compliance with legal and regulatory obligations to which 
the Bank is subject, such as the ones relating to:

 o Anti-money laundering and combating terrorist 
financing

 o Regulatory reporting to the authorities

 o Detection of unusual transactions.

 • Execution of a contract to which you are a party, including 
pre-contractual measures, such as to:

 o Evaluate and provide you with the products and services 
subscribed to under the applicable contract;

 o Respond to your requests and assist you;

 o Ensure the settlement of your succession or a debt 
recovery process.

 • To pursue the Bank’s legitimate interests such as:

 o Maintain good commercial relations with all our 
customers and other concerned parties;

 o Managed the risks to which we are exposed;

 o Enhance cybersecurity, manage our Sites and ensure 
business continuity;

 o Enhance the automation and efficiency our operational 
process and of our Customer services;

 o Conduct statistical studies and develop models.

 • If you have given your consent:

For some processing of personal data, we will give you 
specific information and ask for your consent. Of course, 
you can withdraw your consent at any time.

In particular, we ask for your consent for:

 o Tailor-made customization of our offers and products 
or services based on more sophisticated profiling to 
anticipate your needs and behaviours;

 o Use of your navigation data (cookies) for commercial 
purposes or to enhance the knowledge of your profile.

If you have any questions relating to our use of your personal 
data, the categories of personal data collected and/or the legal 
basis for their collection, please contact our Data Protection 
Officer (dpo@swissquote.lu).

5. Who do we share your personal data with and why?

Within the Bank, your personal data will only be accessed by 
people who need them for business purposes.

To improve the efficiency and quality of the products and 
services requested by you or to which you have subscribed and 
to ensure the best possible service and high quality standard, 
we may disclose, in accordance with applicable law and for 
legitimate business purposes, certain personal data to our 
parent company, Swissquote Group Holding Limited and its 
affiliated entities, located in Switzerland. 

In some cases, we are obliged by law to disclose personal 
data to third parties, such as market and regulatory authorities 
including tax authorities, regulators and supervisory bodies 
(notably on occasion to the Central Bank of Luxembourg), 
public and judicial authorities (such as the police, prosecutors, 
law courts).

Our Sites may use third party plugins or content. If you choose 
to interact with any such plugins or content, your Personal Data 
may be shared with the third party provider of the relevant 
social media platform. We recommend that you review that 
third party’s privacy policy before interacting with its plugins 
or content. 
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In some cases, the Bank also entrusts third parties to provide 
you with services to which you have subscribed in order to 
process your personal data, for the purpose of carrying out our 
contractual relationship with you. 

If the Bank is acquired by a third party, personal data held by it 
about its customers and direct relationships will be one of the 
transferred assets.

Whenever we share your personal data externally  with third 
parties in countries  outside of the European Economic Area 
(EEA) we ensure the necessary safeguards are in place to 
protect it.

In case of transfer to a country outside the EEA whose 
local regime is considered as inadequate by the European 
Commission, we would rely upon, amongst others:

 • Requirements based on applicable local laws and regulations;

 • The conclusion or the execution of an agreement, one of 
your transactions or a third-party transaction in your favour;

 • EU Model clauses, when applicable; we use standardised 
contractual clauses in agreements with service providers to 
ensure personal data transferred outside of the European 
Economic Area complies with GDPR;

 • Data transfers that are necessary for reasons of public 
interest

 • Your explicit consent.

More information can be found in our General Terms and 
Conditions.

6. Periods for which your data is stored

We will hold your Personal Information on our systems for the 
longest of the following periods: (i) as long as is necessary for 
the relevant activity or services; (ii) any retention period that is 
required by law; (iii) the end of the period in which litigation or 
investigations might arise in respect of the services. 

Should you wish more details for a specific processing and 
specific personal data, please contact dpo@swissquote.lu.

This means that we may retain your personal data for a 
reasonable period after your last interaction with us. When the 
personal data that we collect is no longer required in this way, 
we destroy or delete it in a secure manner.

7. Data accuracy

We take reasonable steps designed to ensure that: 

 • your personal data that we process are accurate and, where 
necessary, kept up to date and 

 • any of your personal data that we process that are inaccurate 
(having regard to the purposes for which they are processed) 
are erased or rectified without delay.

From time to time we may ask you to confirm the accuracy of 
your personal data. 

8. Security of your personal data

In order to keep your personal data secure, we have 
implemented a number of physical, technical, organisational 
and procedural protective measures to minimise the risk that 
unauthorised parties will be able to access your personal data. 
These measures include:

 − Securing our operating environments that are only 
accessible to our employees, agents and contractors on a 
need-to know basis

 − Encrypting all sensitive financial information processed 
to carry out transactions over our Sites. This security is 
documented by the use of the secure “https” protocol and 
the padlock in the URL bar.

 − Verifying your identity before you can access, use or make 
changes to your account so as to prevent any unauthorized 
access

 − Regular training for all of the Bank’s employees.

Please note that these data protections measures do not apply 
to personal data you choose to share in public areas such as on 
community websites

You can also help to protect your personal data, by following 
the guidelines below:

 • Choose a password that you will be able to remember but 
that would be hard for someone to guess. Ideally it should 
include special characters (such as “?” or “#” for example) 
and numbers. We recommend that you change it regularly 
and if you need to write it down, always keep it in a safe 
place;

 • Make sure that no-one can see the details you are entering 
when you log-in;

 • Remember to close your browser each time you log-off and 
end your session and, if possible, clear any history of the 
websites you have visited and that your browser may have 
saved or “cached”; and never disclose your account details 
to anyone;

 • Ensure that you use software with the latest security 
settings; 

 • Do not leave your IT equipment and L3 card unattended;

 • Log off from your online account when you are not using it;

 • Be vigilant and learn how to detect unusual 
activity, such as new website addresses or phishing 
emails requesting personal information. You can 
let us know about any phishing attempts using  
phishing@swissquote.lu. The Bank will never ask you for your 
account numbers, debit or credit card numbers, passwords 
or codes via e-mail.

To get the most out of our services, please keep your personal 
data (including your email address) accurate and up to date. 

9. Notification

In the event of a personal data breach, the Bank will notify 
the Commission Nationale pour la Protection des Données 
promptly and, when possible, no later than 72 hours after the 
Bank becomes aware of the data breach. If the breach is likely to 
result in a high risk to your rights and freedoms, the Bank shall 
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inform you of it promptly.

10. What are cookies and how do we use them?

Swissquote Group Holding Limited and their third party 
providers may use cookies to collect information about you. 
This helps us to provide you with optimised experience while 
you use our Sites.

The EU Privacy and Electronic Communications Directive 
(Amendment) Regulations 2011, known as The Cookie 
Legislation, transposed in Luxembourg through the Law of 
28 July 2011 (Electronic Data Protection Law), requires all 
businesses operating websites to collect informed consent 
from visitors for the use of cookies on their equipment before 
placing cookies or reading cookies on a computer or any other 
web connected device, like a smartphone or tablet.

It has been designed to protect online privacy, by making you 
aware of how information about you is collected by websites, 
what it is used for, and enable you to choose whether or not to 
allow it to take place.

You can find more information about the cookies we use and 
the purposes for which we use them below. You can at any time 
change or withdraw your consent from the Cookie Declaration 
on our Sites.

What are cookies?

Cookies are small text files placed on your computer, 
smartphone or other device when you visit our Sites. They allow 
us to distinguish you from other users, which helps us give you 
an enhanced navigation experience on our Sites. Cookies allow 
you to do many things such as log on to your account, apply for 
products and services online and use financial tools.

What cookies do we use?

We use three types of cookies on our Sites: necessary cookies, 
statistical cookies and marketing cookies.

 − Necessary cookies enable you to operate vital functions 
of our Sites and trading platform. If these are disabled, you 
may not be able to access the platform or other significant 
parts of our Sites.

 − Statistical cookies allow us to recognise and count the 
number of visitors and to see how visitors move around the 
website when they are using it. This helps us to improve the 
way our Sites work, for example by making sure users are 
finding what they need easily.

 − Marketing cookies allow us to tailor the content of our Sites 
to suit you and link with other websites, such as social media 
websites. For example, instead of displaying promotional 
messages about products you already have, they let us show 
you other services you might be interested in. We only use 
tailored content cookies subject to your prior opt-in to that 
effect and as set by our trusted business partners to provide 
you with Swissquote products and services and will only 
show you Swissquote branded advertisements on our Sites. 

How to disable cookies?

When you visit our Sites, we will ask for your permission to 
use cookies. If you wish to disable all cookies, you can do this 
through your browser settings. However, please be aware that 
cookies are often used to enable and improve certain functions 
on our Sites. If you choose to opt-out of certain cookies, it is 
likely to affect how our Sites work. 

To manage your cookies please visit: en.swissquote.lu/cookies

Note: If your device is used by more than one person or has 
several Internet browsers, it is possible that some of your 
cookie choices may not be applied consistently, either because 
you used a different browser or because a third party changed 
your browser parameters.

Other technology in use

The Bank uses certain technologies to help manage online 
advertising (Google Analytics Advertising Features), for general 
Sites reporting and improvement (Google Analytics) and for 
serving you personalized ads (AdrollGroup). These technologies 
manage only anonymised information which does not allow us 
to identify you personally.

11. Links to other websites

Our Sites may, from time to time, contain links to and from other 
websites. If you follow a link to any of these websites, please be 
aware that these websites have their own privacy policies and 
that we do not accept any responsibility or liability for these 
policies. Please check these policies before you submit any 
personal data to these websites.

12. Your rights and how to exercise them

In accordance with application regulations, you have a set of 
rights over your personal information:

 − Right to object: You have the right to ask us not to process 
your personal data. You can exercise your right to object by 
contacting our Data Protection Officer. If you wish to opt 
out of marketing communications, our emails will also have 
an ‘unsubscribe’ option.

 − Rights to access: Upon your request, we will send you a 
copy of the information that we hold about you. 

 − Rights to correct: We want to make sure that your personal 
information is accurate and up to date. You may ask us to 
correct or remove information you think is incomplete or 
incorrect.

 − Right to delete: If we hold personal information about 
you and you want it to be removed from our database or 
inactivated, please contact our Data Protection Officer.

 − Right to request a limited processing 

 − Right to the portability of some personal information: 
When we send a copy of the information that we hold about 
you, this will be provided to you without undue delay in a 
structured, commonly used and machine readable form.
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 − Right to complain: Should you not be satisfied with the way 
we have responded to your concerns, you have the right to 
submit a complaint to us. Please refer to our Complaints 
Policy. If you are still unhappy with our reaction to your 
complaint, you can escalate it to our Data Protection 
Officer. You are also entitled to lodge a complaint with the 
local Bank’s data protection authority, the “Commission 
Nationale pour la Protection des données” (CNPD), www.
cnpd.lu.

If you would like to exercise the rights listed above, please 
submit a request in writing with a copy of your Identification 
Documentation to:

Swissquote Bank Europe SA
Data Protection Officer
2 rue Edward Steichen L-2958 Luxembourg
dpo@swissquote.lu.

If you wish to contact our Customer support, please contact us:

Swissquote Bank Europe SA
Client Service
2 rue Edward Steichen, L-2958 Luxembourg
clientservice@swissquote.lu
Phone: +352 2603 2626

13. Change to our privacy policy

We keep our Privacy and Cookies Policy under regular review 
and, consequently, it may change at any time in the future. 
We will place any updates on our Sites. You acknowledge and 
agree that it is your responsibility to review this Privacy Policy 
periodically and become aware of modifications.

Privacy Policy – Last updated August 2022.
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